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Agenda

AMigration from IPv4to IPv6-> ChangedConceptsPrinciples
AIPv6 Sitgo-Site VPNs
AIPv6 Dynami@refixProblems

AExamplesScreenshotfrom JuniperScreenOS
AYesA (Ewdof-Everything

ABut: Cheapfor labs almostcompletelPv6functionalities
PPPokv/ IPV6CP, DHCRAD

APaloAlto-Networks FortinetFortiGate Cisco-ASA
A (Inthe meantime FortiGatev5.4implementedDHCPv&D)

AStatetPyE-Acopition




WWEBERNETZ..

ARouteBasedVPN Tunnels

AEachvPNtunnel hasa tunnetinterface
A Appropriateroutesinto tunnekinterfaces
ATunnelinterfacesare boundto securityzones

AScenarios
AThreezonesper firewall: untrust, trust, vpn(-tunnel)
AHeadquarterd A Remote Office / Home OfficeSubsidiary Partner



6 Sitdo-Site VPNS
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A WPN Tunndbr?

Az A 1 A LISVthal privaté hetwork (VPN) extends a private network
across a public networko @ P P 6 €
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AA Traffic intended for @ecureVPN tunnel MUST NOT traverse the
unsecure Internet!

AExample: securing mail transfers between two partner MTAs
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AOnlyprivate (RFC1918) IPv4
addresse®n both sites

ARouteinto Tunnel Interface

ASecurityPolicyfrom trust ->vpn
(andviceversg

o= = AA If VPNtunnelis down, nothing
[ T I ] T | happensAt leastthe ISProuter

discardgprivate IPvdaddresses
| | ] AA Bothendsareneither
addressableor accessible

Remote Office/
Home Office/
Partner

Headquarter
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* IPv6 Sitdo-Site VPN

ARoutableGlobalUnicast
AddressegGUA) orboth sites

AA 1If VPNtunnel isdown,
packetsmight traverse
successfullyhrough the
(unencrypted Internet!

l T ! ! T | AA BothendsAREaddressable
andpossiblyaccessibldDMZ)

Remote Office/
Home Office/
Partner

Headquarter
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IPv6 Sit¢o-Site VPNPrinciples
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