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Agenda
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ÅMigration from IPv4 to IPv6 -> ChangedConcepts/Principles

ÅIPv6 Site-to-Site VPNs

ÅIPv6 Dynamic PrefixProblems

ÅExamples: Screenshots from JuniperScreenOS
ÅYes, ƛǘΨǎEnd-of-Everything
ÅBut: Cheapfor labs, almostcompleteIPv6 functionalities:

PPPoEw/ IPV6CP, DHCPv6-PD
ÅPaloAlto Networks, FortinetFortiGate, Cisco ASA
Å(In the meantime, FortiGatev5.4 implementedDHCPv6-PD)

ÅStats: IPv6 Adoption



Wording
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ÅRoute-BasedVPN Tunnels
ÅEachVPN tunnel hasa tunnel-interface

ÅAppropriateroutesinto tunnel-interfaces

ÅTunnel-interfaces areboundto security-zones

ÅScenarios
ÅThreezonesper firewall: untrust, trust, vpn(-tunnel)

ÅHeadquarter ăĄRemote Office / Home Office / Subsidiary/ Partner



IPv6 Site-to-Site VPNs
άRöhre// Pipeέ ōȅ Frank Lindeckeis licensed under CC BY-ND 2.0

https://www.flickr.com/photos/kimayoi72/8034152996/
https://www.flickr.com/photos/kimayoi72/
https://creativecommons.org/licenses/by-nd/2.0/


²ƘŀǘΨǎa VPN Tunnel for?

Å²ƛƪƛǇŜŘƛŀΥ ά! virtual private network (VPN) extends a private network 
across a public network ώΦΦΦϐέ

Åά¢ƘŜȅ ŀǊŜ ǳǎŜŘ ǘƻ ǎŜŎǳǊŜƭȅ ŎƻƴƴŜŎǘ ƎŜƻƎǊŀǇƘƛŎŀƭƭȅ ǎŜǇŀǊŀǘŜŘ ƻŦŦƛŎŜǎ 
of an ƻǊƎŀƴƛȊŀǘƛƻƴ ώΧϐέ

ÅĄ Traffic intended for a secureVPN tunnel MUST NOT traverse the 
unsecure Internet!

ÅExample: securing mail transfers between two partner MTAs
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IPv4 Site-to-Site VPN

ÅOnlyprivate (RFC1918) IPv4 
addresseson both sites

ÅRoute into Tunnel Interface

ÅSecurity Policyfrom trust -> vpn
(andvice versa)

ÅĄ If VPN tunnel isdown, nothing
happens. At least the ISP router
discardsprivate IPv4 addresses.

ÅĄ Bothendsareneither
addressablenor accessible
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IPv6 Site-to-Site VPN
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ÅRoutableGlobal Unicast
Addresses(GUA) on both sites

ÅĄ If VPN tunnel is down, 
packetsmight traverse 
successfullythrough the
(unencrypted) Internet!

ÅĄ BothendsARE addressable
andpossiblyaccessible(DMZ)



IPv6 Site-to-Site VPN Principles
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