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IPv6 addresses

IPv6 address assignment

Link-layer address resolution (= ARP in v4)

ICMPv6 everywhere -> colors/filters for Wireshark
Upper layer protocols

Normally: 2 day workshop on IPv6 and IPv6 security
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Questions?

* Who is familiar with IPv6?
* Any solved/unsolved problems so far?
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Overcome all your prejudices

"untitled-4972.jpg" by Eric Schneider is licensed under CC BY-SA 2.0
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Why IPv6?

* IPv4 address space is exhausted

* IPv6 brings enough addresses ;)
* every client is global addressable
* end-to-end communication (no NAT anymore!)
* subnets for everyone

* Only layer 3 changes (almost)
* No broadcast anymore, but multicast
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IPv6 Addresses

* 128 bits long, hexadecimal, 8 groups called ,hextets"
2001:0db8:0000:0000:cafe:0000:1200:f1b2

e Two address abbreviations:
2001 :db8::cafe:0:1200:f1b2

* Notation: address/prefix-length:
2001:db8::/32
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IPv6 Addresses

Subnet Prefix

/ 48 Bits 16 Bits\ 64 Bits
Prefix (ISP-assigned) Subnet Interface ID
, S
Y
Site Prefix

* Sites almost /48

* - 16 bits for local subnetting = 65.536 subnets
Subnets ALWAYS /64

LIRs get /32
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Private RFC 1918 addresses °
Mix: public & private addresses

[ J

Partner

Private RFC 1918 addresses
Mix: public & private addresses
VPN Router with

SNAT & DNAT

IPv4:

different subnet sizes
always small

same RFC 1918
NAT/PAT to Internet

SNAT/DNAT to
partners
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Own PI-Space

Partner

Partner’s Pl-Space
VPN Router

IPVv6:

same subnet sizes
enough host addresses
no overlaps

no NAT
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Global Unicast, GUA: 2000::/3
Unique Local, ULA: fc00::/7 RANDOMIZED!

Link-Local, LL: fe80::/64
Multicast: f£f02::/16
Unspecified Source: ::/128
Default Route: ::/0

Documentation Prefix;: 2001:db8::/32
Every node gets 1x link-local + couple of GUAs
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Lazy IPv6 people use:

IPv6 Buddy
https://www.ipv6buddy.com/
25 $ + shipping

#sf19eu e Johannes Weber e https://weberblog.net/ ¢ @webernetz


https://www.ipv6buddy.com/

#sf19eu e Johannes Weber e https://weberblog.net/ ¢ @webernetz
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()  IPv6 Address Assignment

Manual: Stateful DHCPv6:

iface ethO inet6 static * Similar to IPv4 DORA
address 2001:db8:0:110::11  SOLICIT, ADVERTISE,
netmask 64 REQUEST, REPLY
gateway 2001:db8:0:110::1 * Requires DHCPV6 server

* Log of DUID =
DHCP Unique Identifier

dns—-nameservers 2001:db8::53

dns—-search weberlab.de
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()  IPv6 Address Assignment

SLAAC: Stateless Address Autoconfiguration

* Router sends Router Advertisement RA with /64 prefix
(periodically + when a clients requests through an RS)

* (lient generates interface-ID, IID
* based on MAC address, EUI-64
* OR stable opaque
* and [optional] temporary (privacy extensions)

* C(lient sends duplicate address detection, DAD
* (lient installs default route
® Recursive DNS server through RA or stateless DHCPv6
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Example: Windows 10

* 1x SLAAC stable opaque

* 5x SLAAC temporary

* 1x Link-Local

* Default Gateway via link-local
* 2X DNS-Server

Metzwerkverbindungsdetails

Metzweroverbindungsdetails:

Eigenschaft

|Pv4-Subnetzmaske
|Pv4-Standardoateway
|Pvd-DNS-Server

[Pvd-WINS-Server
MNetBIOS Gber TCPIP ak...
|PvE-Adresse

Temparare |PvE-Adresse
Temporare |PvE-fdresse
Temporare |PvE-Adresse
Temporare |PvE-Adresse
Temporare |PvE-Adresse
Verbindungslokale [Pvé-...
|Pv&-Standardoateway
|PvE-DNS-Server

<

Wert

255 255 385 224
154.247.51
5595

11141

Ja
2001:470:#0b:16b0fdcf:4d%a: 7ec 1h
2001:470:0b:16b0:1c78: 35 efe5:1
2001:470:10b:16b0: 1cba:4128:173a
2001:470:10b:16b0:3c3c:7913:.d23d
2001:470:10b:16b0:70e4d:5e7b:4d 19
2007:470:110b:1600:e422:96ef . 72370 .
fe80:fdcf:4d%a: 76c1fdald10
fe8l::a5b.eff feal:835e%10
2606:4700:4700::1111

2620fe:fe
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% Internet Control Message Protocol vé
Type: Router Advertisement (134)

 Router Advertisement e oxtsss feorrect

[Checksum Status: Good]

° preﬁx as /64 Cur hop limit: 255

¥ Flags: ex43, Other configuration, Prf (Default Router Preference): High

PY fl fI fl Hooo oooo = Managed address configuration: Mot set
ags, ags, ags .1.. .... = Other configuration: Set

. . P - ; Home Agent: Mot set
[ ] Ilfetlmes ...® 1... = Prf (Default Router Preference): High (1)
P = Proxy: Not set

@ -
I

. waas = Reserved: @

P O tlonal Router lifetime (s): 1828
Reachable time (ms): @80
Retrans timer (ms): leeeé

® ||nk-|ayer add ress v ICMPvE Option (Prefix information : 2883:58:2al@:4243::/64)

Type: Prefix information (3)

e recursive DNS server R

» Flag: @wxc@, On-link flag(L), Autonomous address-configuration flag(A)
Valid Lifetime: &@4388@
Preferred Lifetime: 36486
Reserved
Prefix: 2883:50:aal@:4243::
> ICMPvE Option (MTU : 1492)
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Link-Layer Address Resolution

"Ratsel" by Tekke is licensed under CC BY-ND 2.0
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= ARP in IPv4

Client A sends Neighbor Solicitation NS
to the ,solicited-node multicast address"
ff02::]1:ffxx:xxxx

Client B responds with Neighbor Advertisement NA
(unicast)

Both embed link-layer addresses
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()  IPv6 Address Assignment

* Special multicast groups:

e all-nodes: ff02::1
e all-routers: f£f02::2
e solicited-node: ff02::1:ffxx:xXXXX

* all-dhcp-relays/servers: ££02::1:2
* Problem: Everything is within ICMPv6
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Tracefiles

* https://tinyurl.com/ipv6-crash-1

* https://blog.webernetz.net/basic-ipv6-messages-wireshark-
capture/

e https://tinyurl.com/ipv6-crash-2
e https://blog.webernetz.net/ipv6-upper-layer-protocol-samples/
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()  Wireshark Display Filters

* Problem: Everything is within ICMPv6
* Some (MLD) are not of interest at all!

M Wireshark - Coloring Rules Default

Mame Filter
DMS dns

ICMPwE DAD icmpwb.type == 135 &8 ipvb.sre ==
ICMPwh MS/MNA

icmpwB.type == 135 || icrmpvé.type == 136
ICMPwE RS/RA - T =

HSRP State Change

#sf19eu e Johannes Weber e https://weberblog.net/ ¢ @webernetz



D ireshark Display Filters

M 15t Basic |Pv4-IPv6 Messages - Knoppix Telekom.peapng M 15t Basic IPv4-1PvE Messages - Knoppix Telekom.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZ® ReasEF &S Qe Q Am I ® RERaeas=F & @ q |
[ Jicmpve [x] ] Expression... | + ([ [icmpv6 [<] | Expression..  +
No. utC Time Delta  Source Destination Protocal | Mo, utc Time Delta  Source Destination Protocol
1 2815-84-28 19:21:88,798885 ©.000008 :: ffez2::16 ICMPvE
2 2915-84-28 19:21:01,328798 ©.529993 :: ::16 ICMPve
3 2015-84-28 19:21:81,372142 0.843344 :: :1:ff2d:3b8e ICMPvE 3 2015-84-28 19:21:91,372142 2.843344 :: ff@2::1:ff2d:3b8e ICMPvE
6 2015-84-28 19:21:01,861868 0.489726 fed0::1 =1 ICMPvE 6 2015-84-28 19:21:91,861868 @.489726 fe8@::1 ffe2::1 ICMPvE
7 2015-84-28 19:21:82,375493 0.513625 fed@::221:6aff:fe2d:3b3e ::16 ICMPVE
8 2015-84-28 19:21:82,375527 0.800034 fed@::221:6aff:fe2d:3b3e ::2 ICMPVE 8 2015-84-28 19:21:02,375527 ©.000034 fe88::221:6aff:fe2d:3b3e ffe2::: ICMPvE
9 2015-84-28 19:21:82,376324 0.800797 fe80::221:6aff:Te2d:3b8e =2 ICMPVE 9 2015-04-28 19:21:02,376324 22 2

:221:6aff:fe2d:3bge ICMPVE
L ICMPVE

10 2015-84-28 19:21:02,384950 ©.005626 fe30::1
11 2@15-84-28 19:21:02,384997 @.000047 fede::22)

19:21:02,38495@
:6aff:fe2d:3bse

=
=

12 2@15-94-28 19:21:82,386441 8.0801444 feda::1 == ICMPVE 2815-84-28 19:21:082,386441

15 2815-84-28 19:21:83,255455 @.8690814 fed8@8::221:6aff:fe2d:3b3e ffe2::16 I0MPVE

16 2015-84-28 19:21:83,305456 0.850001 fe808::221:6aff:fe2d:3b8e ffe2::16 I0MPV6E

2@ 2915-04-28 19:21:083,792359 ©.486903 fe80::221:6aff:fe2d:3b8e ffe2::16 ICMPve

21 2915-04-28 19:21:083,885788 ©.893349 :: ffe2::1:ff2d:3b8e ICMPVE 21 2815-94-23 19:21:03,335708 ©@.093349 :: ::1:7f2d:3b8e

22 2915-04-28 19:21:085,785862 1.900154 fe8@::1 ffe2::1 ICMPVE 22 2015-84-28 19:21:05,785862 1.900154 feB8::1 1

23 2915-04-28 19:21:87,395690 1.609828 fe8@8::221:6aff:fe2d:3b8e fedd::1 ICMPVE 23 20815-94-28 19:21:87,395698 1.609328 fe8@::221:6aff:fel2d:3b3e 1

24 2015-84-28 19:21:87,393964 8.803274 fedd::1 fed8@::221:6aff:Te2d:3bse ICMPVE 24 2815-94-28 19:21:87,398964 @.093274 fedd::1 feB@::221:6aff:fe2d:3b3e

25 2915-84-28 19:21:89,868895 2.469931 fed0::1 ffe2::1 ICMPVE 25 2815-@4-28 19:21:89,8685895 2.469931 fedd::l ffe2::1

28 2015-84-28 19:21:17,876504 8.007609 fe30::1 ffo2::1 ICMPVE 28 2015-@04-28 19:21:17,876504 5.007609 fedd::l ffe2::1

29 2015-84-28 19:21:25,884348 5.007544 fede::1 ffe2::1 ICMPVE 29 2015-04-28 19:21:25,8843458 5.007344 fede::1 ffez2::1

32 2@815-894-28 19:21:33,893857 8.809589 feda::1 ffe2::1 ICMPVE 32 2@15-@4-28 19:21:33,893857 B8.8@9509 fedp::1 ffez::1

43 2@15-84-28 19:21:41,983559 8.889782 fed@::1 ffe2::1 I0MPVE 43 20815-84-28 19:21:41,983559 B8.889782 fed@::1 ffe2::1

45 2@15-84-28 19:21:41,979658 ©.876@99 fed@::1 ffez::1 I0MPV6E

46 2@15-84-28 19:21:42,582381 ©.682723 fe80::221:6aff:Te2d:3b8e ffe2::16 ICMPve

47 2@15-84-28 19:21:43,206127 0.623746 Te80::1 ffez2::1 ICMPve 47 2015-84-28 19:21:43,206127 ©.623746 feBo::1 ffez::1 ICMPvE
52 2015-04-28 19:21:44,318127 1.112000 2003:50:8al10:4243:221:6aff:Te2d:3b8e 2a02:2e0:3fe:1001:302:: ICMPVE 52 2015-04-28 19:21:44,318127 1.112800 2003:50:2al@:4243:221:6aff:fe2d:3b8e 2202:2e0:3fe:1001:302:: ICMPvE
53 2015-84-28 19:21:44,324584 8.8086377 fedd::1 ffe2::1:ff2d:3b3e ICMPVE 53 2815-94-28 19:21:44,324504 @.096377 fedd::1 ff@2::1:1f2d:3bse ICMPVE
54 2015-84-28 19:21:44,324536 ©.800032 2003:50:3al0:4243:221:6aff:Te2d:3b8e fedl::1 ICMPVE 54 2815-94-28 19:21:44,324536 @.0000832 2003:50:2al8:4243:221:6aff:fe2d:3bde fedd::l ICMPVE
55 2015-84-28 19:21:44,327662 ©.803126 2a02:2e8:3Te:1001:382:: 2003:50:aa10:4243:221:6aff:fe2d:3b8e ICMPVE 55 2015-84-28 19:21:44,327662 ©.003126 2a62:2e@:3Te:1001:302:: 2683:50:aa109:4243:221:6aff:fe2d:3b8e ICMPVE
58 2015-84-28 19:21:44,981772 @.654110@ fe3e::1 fes0::221:6aff:fe2d: 3bge ICMPVE 58 2015-@4-28 19:21:44,981772 ©.654119 fedd::1 feB@::221:6aff:fe2d:3b3e ICMPVE
59 2015-84-28 19:21:44,981888 @.000036 fed@::221:6aff:fTe2d:3bde fege::1 ICMPVE 59 2815-@4-28 19:21:44,981803 @.000836 fed@::221:6aff:fe2d:3bse fego::l ICMPVE
6@ 2015-94-28 19:21:45,318191 @.336383 20083:50:3a10:4243:221:6afT:fe2d:3b8e 2aB2:2e0:3fe:1001:302:: ICMPVE 6@ 2815-84-28 19:21:45,318191 @.336383 2003:50:aal0:4243:221:6aff:fe2d:3b8e 2a@2:2em:3fe:1001:302: : ICMPVE
61 2815-84-28 19:21:45,325679 0.807438 2a82:2e8:3fe:1081:302:: 208@3:58:2a1@:4243:221:6aff:fe2d:3b8e ICMPVE 61 2815-84-28 19:21:45,325679 @.807488 2382:2e8:3Te:1001:302:: 2803:58:aa18:4243:221:6aff: fe2d:3b8e ICMPVE
66 2015-84-28 19:21:49,913260 4.587581 fes8a::1 ffez::1 I0MPV6E 66 2015-84-28 19:21:49,913268 4.587581 feB@::1 ffe2::1 ICMPvE
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Wireshark

* 1st Basic IPv4-IPv6 Messages - Knoppix Telekom.pcapng
* Router Solicitation #8
* Router Advertisement #12 (with O-flag)
* Stateless DHCPv6 #13 & 14
* Duplicate Address Detection #21
* Neighbor Solicitation #53
* Neighbor Advertisement #54 (echo-reply from router)
* Ping #52 & 55
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Wireshark

* 2nd IPv6-UpperLayers-FINAL.pcap
- Nothing to see here ;)
* DNS
* Ping
e SNMP
e HTTP/HTTPS
« IMAP
e SMTP with STARTTLS
e SSH
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header & extension headers (fragmentation)

routing protocols (OSPFv3 for IPv6, MP-BGP)

address planning

renumbering, dynamic IPv6 prefixes, DHCPv6-PD, NPTv6
migration techniques (Dual-Stack, -Lite, DNS64, NAT64)
unsolved problems, implementations, bugs

security & attacks

comparison to IPv4, statistics
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Frequently Asked Questions

"FAQ" by Dennis Skley is licensed under CC BY-ND 2.0
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®* (Can I disable IPv6 completely?

* Maybe partially through Windows GPOs, but what about your printers,
cameras, access points, BYOD tablets/phones? And even if: It adds
administative burdens when you're going to deploy IPv6 later on.
Hence: Don't disable IPv6 but deploy it!

* (Can my security assessment tools scan my entire IPv6 prefix?
* No. You need to provide IPv6 address lists to them in order to work
properly.
® (Can I use private IPv6 addresses (ULAs)?

* You shouldn't. In any case: , The allocation of Global IDs is pseudo-
random”!!!
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Resources

"Anna-Amalia-Bibliothek Weimar B" by Fofarama is licensed under
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https://www.flickr.com/photos/oheun/15441353820/
https://www.flickr.com/photos/oheun/
https://creativecommons.org/licenses/by/2.0/

Resources

OREILLY"

Practical IPv6
for Windows

Administrator
TPv6 Address i Administrators

Essentlals e\ i Planning

DESIGNING AN ADDRESS PLAN FOR THE FUTURE

TEGRATING I1PV6 INTO YOUR

Silvia Hagen ;.
Foreword by Vint Cerf y Tom Coffeen APIESS
Joseph Davies Copyrighted Materiat
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Resources

* RFCs (8200, 4443, ...) * IPv6 Security Frequently Asked

* ipv6-ops Mailinglist Questions (FAQ)

. I * Deploying IPv6 in Dropbox Edge
ipvbhackers Mailinglist Network

* Blog Ivan Pepelnjak e APNIC - IPv6-only at Microsoft

Blog Insinuator ® RIPE: Best Current Operational
* Blog Webernetz.net Practice for Operators: IPv6
e Podcast: Packet Pushers — prefix assignment for end-users -
IPv6 Buzz persistent vs non-persistent, and
what size to choose
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http://lists.cluenet.de/mailman/listinfo/ipv6-ops
https://lists.si6networks.com/mailman/listinfo/ipv6hackers
http://blog.ipspace.net/search/label/IPv6
https://www.insinuator.net/tag/ipv6/
https://blog.webernetz.net/ipv6/
https://packetpushers.net/series/ipv6-buzz/
https://www.internetsociety.org/deploy360/ipv6/security/faq/
https://blogs.dropbox.com/tech/2017/11/deploying-ipv6-in-dropbox-edge-network/
https://blog.apnic.net/2017/01/19/ipv6-only-at-microsoft/
https://www.ripe.net/publications/docs/ripe-690/
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