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Who Am I?

Á Johannes Weber

ÁSVA System Vertrieb 

Alexander GmbH

ÁMaster IT -Security

ÁNetwork Security Consultant

Á IPv6 & DNS

ÁLinkedIn: 

https://www.linkedin.com/in/

johannes -webernetz/

ÁBlog: https://weberblog.net/

https://www.linkedin.com/in/johannes-webernetz/
https://www.linkedin.com/in/johannes-webernetz/
https://www.linkedin.com/in/johannes-webernetz/
https://www.linkedin.com/in/johannes-webernetz/
https://weberblog.net/
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DNS-Security ðAgenda

Á Malicious DNS

Á Malware & DNS

Á Look -Alike Domains

Á DGAs

Á DNS-Exfiltration

Á DNS-Tunneling

Á DNS Spoofing

Á DNSSEC

Á DoT & DoH

Á Attacks & Defenses

Á Tools

Á Normally a 1-day course
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DNS Basics

ÁPrivacy: use own recursive resolvers

ÁDonôtuse 8.8.8.8 at all
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Malware & DNS

https://unsplash.com/@jackson_893?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/macbook-pro-turned-on-JJPqavJBy_k?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Malware & DNS
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Malware & DNS

Á90 % of malware use DNS

Á to find HTTPS servers to download executables

ÁC2 traffic , command -and -control

Áăkill switchò

ÁDefense : known -malicious feeds , DNS blocklist , RPZ

ÁĄ clients get an NXDOMAINor sinkhole address



#sf25eu

Look -Alike Domains

Áphising mails

Ápaypal.com paypaI.com

Ápaypal.com paypaI.com

Ágmial.com

ÁDefense : known -malicious feeds , DNS blocklist , RPZ

ÁĄ clients get an NXDOMAINor sinkhole address
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Domain Generation Algorithms (DGAs)

Ámillions of pseudo -random names

Áexxkosgrtkidfhlibffoi.com

Ákbucdfkqpeksffoikkgb.com

Áor even better : dictionary -based names

Á legoutlineactually.net

Ápackageflyexcept.com
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Domain Generation Algorithms (DGAs)

ÁDNS blocklists are not working (too many entries )

ÁMillions of domains are registered per day Ą most of

them are malicious !

ÁĄ We assume that all new domains are malicious until

we verified theyôrenot

ÁDefense: ănewly registered | observed domains ò feeds
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DNS-Exfiltration
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DNS-Exfiltration

ÁLive-Demo:

tcpdump - i ens6 port 53 | grep .weberlab.de
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DNS-Tunneling
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DNS-Exfiltration/ -Tunneling

ÁDNS-Exfiltration:

Á DNSteal : https://github.com/m57/dnsteal

Á dns -exfil : https://github.com/rybolov/dns -exfil

ÁDNS-Tunneling:

Á iodine : https://github.com/yarrick/iodine

Á dnscat2 : https://github.com/iagox86/dnscat2

https://github.com/m57/dnsteal
https://github.com/rybolov/dns-exfil
https://github.com/rybolov/dns-exfil
https://github.com/rybolov/dns-exfil
https://github.com/yarrick/iodine
https://github.com/iagox86/dnscat2
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DNS-Tunneling: iodine

weberjoh@nb15 - lx:~$ sudo iodine - f - P passphrase - r 85.22.58.63 io.weberlab.de
Opened dns0
Opened IPv4 UDP socket
Sending DNS queries for io.weberlab.de to 85.22.58.63
Autodetecting DNS query type ( use - T to override ).
Using DNS type NULL queries
Version ok, both using protocol v 0x00000502. You are user #0
Setting IP of dns0 to 192.168.99.2
Setting MTU of dns0 to 1130
Server tunnel IP is 192.168.99.1
Skipping raw mode
Using EDNS0 extension
Switching upstream to codec Base128
Server switched upstream to codec Base128
No alternative downstream codec available , using default (Raw)
Switching to lazy mode for low - latency
Server switched to lazy mode
Autoprobing max downstream fragment size ... ( skip with - m fragsize )
768 ok.. ...1152 not ok.. ...960 not ok.. 864 ok.. 912 ok.. 936 ok.. ...948 not 
ok.. will use 936- 2=934
Setting downstream fragment size to max 934...
Connection setup complete , transmitting data .
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DNS-Tunneling: iodine
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DNS-Exfiltration/ -Tunneling

ÁDefense : Deep Query Inspection

Á Length of labels

Á Lexical analysis

Á Entropy of labels

Á Frequency

Á Total number of queries

Á Size of queries / responses
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Where to leverage DNS-Security? On -Prem

License on segmentation firewall?

With or without cloud?!?
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Where to leverage DNS-Security? Road Warrior

ÁSecure DNS resolver

ÁVia agent , full -tunnel VPN, proxy , #SASE #SSE
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DNS Spoofing

https://unsplash.com/@befandy?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/@befandy?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/a-crab-on-the-sand-7Y8byzfJ2sQ?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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DNS Spoofing / Cache Poisoning
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DNS Spoofing

ÁUDP 53 < - easy to spoof

ÁMITM at layer 3

Á ARP-/NDP-spoofing

Á BGP hijacking

Á (root) access on a router

Á (root) access on a resolver

Ámiddleware like firewalls

Ácensoring states (packet drop is possible anyway )

ÁDefense : DNSSEC
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DNS Cache Poisoning

ÁFooling recursive resolver

to store falsified RRs in its cache

ÁAttacker asks something01.mybank.com A?

ÁAttacker guesses source port & query ID

something01.mybank.com NS www.mybank.com

;;; ADDITIONAL SECTION
www.mybank.com 86400 IN A 192.0.2.66

ÁDefense : DNSSEC
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DNSSEC
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https://unsplash.com/@david_nitschke_95?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/text-pegxjW_1YOU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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DNSSEC
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DNSSEC

ÁAuthenticity & integrity

ÁNOT: confidentiality !

ÁDNSKEY: KSK, ZSK

ÁDS signed in parent zone

ÁRRSIG

weberdns.de.    3600 IN A 87.106.163.167

weberdns.de.    3600 IN RRSIG A 13 2 3600 (

20251105201251 20251022193302 2774 weberdns.de.

Ud5Fi3p+X+sG6jz/2PcCR8F1OEZzoYxuPGMb4bWjCsZ+

HkCPjUR1t5LI5kmcfi7VQPfJnDAK6x2x2WXzVAGdIA== )
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DNSViz

https://dnsviz.net/d/

weberdns.de/dnssec/

https://dnsviz.net/d/weberdns.de/dnssec/
https://dnsviz.net/d/weberdns.de/dnssec/
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dig

weberjoh@nuc :~$ dig weberdns.de

; <<>> DiG 9.18.39 - 0ubuntu0.22.04.2 - Ubuntu <<>> weberdns.de

;; global options : + cmd

;; Got answer :

;; - >>HEADER<<- opcode : QUERY, status : NOERROR, id : 40761

;; flags : qr rd ra ad ; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version : 0, flags :; udp : 1232

;; QUESTION SECTION:

;weberdns.de.                   IN      A

;; ANSWER SECTION:

weberdns.de.            3600    IN      A       87.106.163.167

;; Query time: 3 msec

;; SERVER: 127.0.0.1#53(127.0.0.1) (UDP)

;; WHEN: Fri Oct 24 10:52:55 CEST 2025

;; MSG SIZE  rcvd : 56
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dig

weberjoh@nuc :~$ dig weberdns.de + dnssec

; <<>> DiG 9.18.39 - 0ubuntu0.22.04.2 - Ubuntu <<>> weberdns.de + dnssec

;; global options : + cmd

;; Got answer :

;; - >>HEADER<<- opcode : QUERY, status : NOERROR, id : 34320

;; flags : qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version : 0, flags : do; udp : 1232

;; QUESTION SECTION:

;weberdns.de.                   IN      A

;; ANSWER SECTION:

weberdns.de.            3592    IN      A       87.106.163.167

weberdns.de.            3592    IN      RRSIG   A 13 2 3600 20251105201251 

20251022193302 2774 weberdns.de. 

Ud5Fi3p+X+sG6jz/2PcCR8F1OEZzoYxuPGMb4bWjCsZ+HkCPjUR1t5LI 

5kmcfi7VQPfJnDAK6x2x2WXzVAGdIA==

;; Query time: 0 msec

;; SERVER: 127.0.0.1#53(127.0.0.1) (UDP)

;; WHEN: Fri Oct 24 10:53:03 CEST 2025

;; MSG SIZE  rcvd : 163
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DNSSEC

ÁDNSSEC validation normally on resolvers , not clients

ÁDNSSEC-Validation: Client -Side

Áhttp://www.dnssec -or -not.com/

Áhttps://wander.science/projects/dns/dnssec -resolver -

test/

ÁCaution : Attackers will sign their zones as well L

Áhttps://weberblog.net/dns/

http://www.dnssec-or-not.com/
http://www.dnssec-or-not.com/
http://www.dnssec-or-not.com/
http://www.dnssec-or-not.com/
http://www.dnssec-or-not.com/
http://www.dnssec-or-not.com/
https://wander.science/projects/dns/dnssec-resolver-test/
https://wander.science/projects/dns/dnssec-resolver-test/
https://wander.science/projects/dns/dnssec-resolver-test/
https://wander.science/projects/dns/dnssec-resolver-test/
https://wander.science/projects/dns/dnssec-resolver-test/
https://wander.science/projects/dns/dnssec-resolver-test/
https://weberblog.net/dns/
https://weberblog.net/dns/
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https://unsplash.com/@jdent?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/a-black-and-white-photo-of-a-sign-that-says-privacy-please-JFk0dVyvdvw?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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DoT & DoH
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DoT & DoH
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DoT & DoH

ÁConfidentiality !

ÁDoT, DNS-over -TLS: tcp.port eq 853

Á Encryption between OS <-> Resolver

ÁDoH, DNS-over -HTTPS: tcp.port eq 443

Á Encryption between App (Browser) < -> Resolver

Á Encryption between OS <-> Resolver

curl - H ' accept : application / dns - json ' 'https://cloudflare -

dns.com/ dns - query?name =example.com&type =A' | jq .

curl - H ' accept : application / dns - message ' 'https://dns.google/dns -

query?dns=q80BAAABAAAAAAAAA3d3dwdleGFtcGxlA2NvbQAAAQAB'  | hexdump - c
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DoH in Windows 11
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DoT & DoH

ÁDoH might circumvent internal DNS security !

ÁBest Practise : Blocking of DoH on firewalls /

Disabling DoH through group policies

ÁOffer DoH on your resolver
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DNS4EU

Áhttps://www.joindns4.eu/

ÁProtect yourself -> Protective resolution

https://www.joindns4.eu/
https://www.joindns4.eu/
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Testing DoT & DoH

dig @protective.joindns4.eu +tls heise.de

dig @protective.joindns4.eu +https heise.de

ÁDNSDiag: https://dnsdiag.org/

./dnsping.py -- server 2a13:1001::86:54:11:1 heise.de

./dnsping.py -- server protective.joindns4.eu -- tls heise.de

./dnsping.py -- server protective.joindns4.eu -- doh heise.de

ÁUltimate PCAP: https://weberblog.net/the -ultimate -

pcap/

https://dnsdiag.org/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
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DoT
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DoH


