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A Johannes Weber

A SVA System Vertrieb
Alexander GmbH

A Master IT -Security
A Network Security Consultant
A IPv6 & DNS

A Linkedin:
nttps://www.linkedin.com/in/
lohannes -webernetz/

A Blog: https://weberblog.net/



https://www.linkedin.com/in/johannes-webernetz/
https://www.linkedin.com/in/johannes-webernetz/
https://www.linkedin.com/in/johannes-webernetz/
https://www.linkedin.com/in/johannes-webernetz/
https://weberblog.net/

DNS-Security o Agenda

A

> >

Malicious DNS

A  Malware & DNS
Look -Alikke Domains
DGASs
DNS-Exfiltration
DNS-Tunneling

DNS Spoofing
DNSSEC
DoT & DoH

v > D > P

Attacks & Defenses

A
A Tools

A Normally a 1-day course

-~ "~

\



DNS Basi A
asics e (&
> |= 1 > =
I <
Resolvq/ Intemet Authoritotive
Recursive DNS-Server
DNS-Server

A Privacy: use own recursive resolvers
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Malware & DNS
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Malware & DNS

A 90 % of malware use DNS
A to find HTTPS servers to download executables
A C2 traffic , command -and -control

v

Aakill switcho

A DEefense: known -malicious feeds, DNS blocklist , RPZ
A A clients get an NXDOMAINr sinkhole address



Look -Alikke Domains

A phising mails
A paypal.com paypal.com
A paypal.com paypal.com

A gmial.com

A DEfense: known -malicious feeds, DNS blocklist , RPZ
A A clients get an NXDOMAINr sinkhole address



Domain Generation  Algorithms (DGAS)

A millions of pseudo -random names
A exxkosgrtkidfhlibffoi.com

A kbucdfkgpeksffoikkgb.com

A or even better : dictionary -based names
A legoutlineactually.net

A packageflyexcept.com



Domain Generation  Algorithms (DGAS)

A DNS blocklists are not working (too many entries )

A Millions of domains are registered per day A most of
them are malicious !

A A We assume that all new domains are malicious until
we verifled t h e yriotr e

A DEIensSe: neivly registered | observed domains Ofeeds



DNS-EXxfiltration
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DNS-EXxfiltration

A Live-Demo:
tcpdump -1ens6 port 53| grep .weberlab.de
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DNS-Tunneling
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myhiddenquestion.attack.biz

myhiddenquestion.attack.biz
TXT "rm -rf /"

TXT "rm -rf /"



DNS-Exfiltration/ -Tunneling s_harksptfzs ( \

A DNS-Exfiltration:
A DNSteal : https://github.com/m57/dnsteal
A dns -exfil : https://aithub.com/rybolov/dns -exfil

A DNS-Tunneling:
A iodine : https://github.com/yarrick/iodine
A dnscat? : https://github.com/iagox86/dnscat2
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DNS-Tunneling: iodine Sharksus (\

weberjoh@nb15 - Ix:~$ sudo iodine -f -P passphrase -r85.22.58.63 io.weberlab.de
Opened dns0

Opened IPv4 UDP socket

Sending DNS queries for io.weberlab.de to 85.22.58.63
Autodetecting DNS query type( use -T to override ).

Using DNS type NULL queries

Version ok, both using protocol v 0x00000502. You are user #0
Setting IP of dnsO to 192.168.99.2

Setting MTU  of dnsO to 1130

Server tunnel IP is 192.168.99.1

Skipping raw mode

Using EDNSO extension

Switching  upstream to codec Basel2?8

Server switched upstream to codec Basel28

No alternative downstream codec available , using default (Raw)
Switching to lazy mode for low - latency

Server switched to lazy mode

Autoprobing max downstream fragment size ...( skip with -m fragsize )
768 ok.. ...1152 not ok.. ...960 not ok.. 864 ok.. 912 ok.. 936 ok.. ...948 not

ok.. will use 936-2=934

Setting  downstream fragment size to max 934...

Connection setup complete , transmitting data .



AN 2e HE Res=Eee 5 = RAK L
I' Apply a display filter ... <Ctrl-/> |+ < TCPStr > UDPStr DNS RS/RA/DHCPvG
No. Time Time Delta Source Destination Protocal Code SrcPort DstPort Length TCP.Str UDP.Str DNS Qry or Host or SNI Info
]j 1 8.eee0ee ©.600000 85.214.7.23 85.215.94.29 DNS 59889 53 84 @ yrbwxm.io2.weberlab.de Standard g I
2 8.e80167 ©.600167 85.215.94.29 85.214.7.23 DNS 53 59889 144 @ yrbwxm.io2.weberlab.de Standard q
3 ©.0829879 9.029712 85.214.7.23 85.215.94.29 DNS 56222 53 89 1 vaaaakas@3u.io2.weberlab.de Standard q
4 8.830e31 ©.600152 85.215.94.29 85.214.7.23 DNS 53 56222 118 1 vaaaakas@3u.io2.weberlab.de Standard q
5 ©.858452 9.028421 85.214.7.23 85.215.94.29 DNS 36207 53 11e 2 laczabxidx@gb51stbfckgkhlrldvvlqg.io2.weberlab.de Standard q
6 8.858591 ©.8008139 85.215.94.29 85.214.7.23 DNS 53 36207 155 2 laczabxidxegb51sfbfckgkhlrldvvlq.io2.weberlab.de Standard q
7 ©.086066 0.827475 85.214.7.23 85.215.94.29 DNS 45545 53 84 3 yrbwxp.io2.weberlab.de Standard q
8 8.e86177 ©.600111 85.215.94.29 85.214.7.23 DNS 53 45545 144 3 yrbwxp.io2.weberlab.de Standard q
9 9.185099 ©.018922 85.214.7.23 85.215.94.29 DNS 60078 53 119 4 zwxqaA-Aaahhh-Drink-mal-ein-Jegermeister-.io2.weberlab.de Standard q
10 @.1e5215 ©.000116 85.215.94.29 85.214.7.23 DNS 53 6ee7e 173 4 zwxqaA-Aaahhh-Drink-mal-ein-Jegermeister-.io2.weberlab.de Standard q_
11 1.124166 1.018951 85.214.7.23 85.215.94.29 DNS 52767 53 146 5 zwxraAbBcCdDeEfFgGhH1IjIkK1LmMnNoOpPqQrRsStTulvVuwkxXyYzZ+6129.. Standard q
12 1.1243e1 ©.0008135 85.215.54.29 85.214.7.23 DNS 53 52787 215 5 zwxraAbBcCdDeEfFgGhHiTjIkKILmMnNoOpPqQrRsStTulvVwhxXyYzZ+@129.. Standard q.
13 1.144179 0.019878 85.214.7.23 85.215.94.29 DNS 40677 53 84 6 sagwxs.io2.weberlab.de Standard q
14 1.1443@9 ©.600130 85.215.94.29 85.214.7.23 DNS 33 48677 1le2 6 sagwxs.io2.weberlab.de Standard q
15 1.166115 0.621806 85.214.7.23 85.215.94.29 DNS 40768 53 84 7 oalwxt.io2.weberlab.de Standard q
16 1.166218 ©.600103 85.215.94.29 85.214.7.23 DNS 53 48788 1lee 7 oalwxt.io2.weberlab.de Standard q
17 1.187859 0.021641 85.214.7.23 85.215.94.29 DNS 55488 53 314 8 rayadsfR-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-.. Standard q
18 1.187978 ©.000119 85.215.94.29 85.214.7.23 DNS 53 55488 1094 8 rayad8fR-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-8pt-.. Standard q
19 1.287091 ©.619113 85.214.7.23 85.215.94.29 DNS 35259 53 314 9 rbead8vRO8Fx08Fx@8F x@8F x@8Fx@8F x08F x08Fx08Fx@8F x@8Fx@8Fx08Fx@.. Standard q
20 1.287201 ©.600110 85.215.94.29 85.214.7.23 DNS 53 35259 1478 9 rbeadB8vRO8FxO8FxO8Fx@8Fx08FxO8F x0BFxO8Fx08F xO8F x@8Fx08Fx@8Fx@.. Standard q
> Linux cooked capture vl 00 04 ff ff 00 20 @0 0@ 00 20 00 0@ 00 00 08 00 TR
> Internet Protocol Version 4, Src: 85.215.94.29, Dst: 85.214.7.23 45 00 90 80 00 00 40 60 4@ 11 29 8c 55 d7 5e 1d E @ @)u~r
, User Datagran Protocol, Src Port: 53, Dst Port 59989 25 do o 17 08 35 o6 i1 oescc it ot MERERE v L IS
e

Q7 null (data) (dns.null), 48 bytes

Domain Name System (response)
Transaction ID: @x1b89

> Flags: @x8480 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: ©
Additional RRs: @

> Queries

v Answers
v yrbwxm.io2.weberlab.de: type NULL, class IN

Name: yrbwxm.io2.weberlab.de

io2-webe rlab-de-

Type: NULL (1@) (RR)

Class: IN (exeeal)

Time to live: @ (@ seconds)

Data length: 48

Null (data): @eeeeeeeffffffff55555555aaaaaaaa8163c8d2¢77¢b2175F4fcec9492d522161a9712025b30673e6d84438795057bf

Request In: 1
[Time: &.8808167008 seconds]

Packets: 221 Profile: Wireshark-Profile-JW-defaul



DNS-Exfiltration/ -Tunneling Sharkﬂ 3 ( \

A DEIense: Deep Query Inspection
A Length of labels
A Lexical analysis
A Entropy of labels
A Frequency
A Total number of queries
A Size of queries / responses



Where to leverage DNS-Security? On -Prem
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Where to leverage DNS-Security? Road Warrior i
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A Via agent, full -tunnel VPN, proxy , #SASE #SSE
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DNS Spoofing / Cache
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DNS Spoofing

A UDP 53 <- easy to spoof

A MITM at layer 3

A ARP-/NDP -spoofing

A BGPhijacking

A (root) access on a router
A (root) access on a resolver
A middleware like firewalls

A censoring states (packet drop is possible anyway)

A DEefense: DNSSEC



DNS Cache Poisoning Sha'ks”s ( \

A Fooling recursive resolver
to store falsified RRs in its cache

A Attacker asks something01.mybank.com A?

A Attacker guesses source port & query ID
something01l.mybank.com NS www.mybank.com

.;; ADDITIONAL SECTION
www.mybank.com 86400 IN A 192.0.2.66

A DEefense: DNSSEC



DNSSEC

Photo by David Nitschke on Unsplash
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DNSSEC
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DNSSEC

A Authenticity & integrity
A NOT: confidentiality !

A DNSKEY: KSK, ZSK
A DS signed in parent zone

A RRSIG
weberdns.de. 3600 IN A 87.106.163.167
weberdns.de. 3600 IN RRSIG A 13 2 3600 (

20251105201251 20251022193302 2774 weberdns.de.
Ud5Fi3p+X+sG6jz/2PcCR8F10EZz0YxuPGMb4bWjCsZ+
HKCPjURLt5LISkmcfi7VQPIINDAK6EXx2x2WXzVAGdIA==
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https://dnsviz.net/d/
weberdns.de/dnssec/

DNSKEY
alg=8, id=26755
2048 bits

»,

DNSKEY
alg=8, 1d=9783
1024 bits

DNSKEY
alg=8, 1d=44058
1024 bits

DNSKEY
alg=13, 1d=2774
512 bits

[weberdns.de!NSj (weberdns.defAAAA)

(weberdns.delT XT)

weberdns.de
(2025-10-24 10:02:23 UTC)

(weberdns.de!CDS) (weberdns.de!MX) [weberdns.de!SOA)

(weberdns.de!CDNSKEY) weberdns.de/A



https://dnsviz.net/d/weberdns.de/dnssec/
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weberjoh@nuc :~$ dig weberdns.de

; <<>>  DIG 9.18.39 - Oubuntu0.22.04.2 - Ubuntu <<>> weberdns.de

;; global options :+ cmd

;; Got answer :

., - >>HEADER<< opcode : QUERY, status :NOERROR, id : 40761

; flags : gr rd ra @@; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: wversion :0, flags :; udp: 1232
;; QUESTION SECTION:

;weberdns.de. IN A

- ANSWER SECTION:
weberdns.de. 3600 IN A 87.106.163.167

;; Query time: 3 msec

;; SERVER: 127.0.0.1#53(127.0.0.1) (UDP)

- WHEN: Fri Oct 24 10:52:55 CEST 2025
. MSG SIZE rcvd : 56
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weberjoh@nuc :~$ dig weberdns.de + dnssec

; <<>>  DIG 9.18.39 - Oubuntu0.22.04.2 - Ubuntu <<>> weberdns.de + dnssec
;; global options :+ cmd

;; Got answer :

., - >>HEADER<< opcode : QUERY, status :NOERROR, id : 34320

., flags : gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: wversion :0, flags :do; udp:1232
;; QUESTION SECTION:

;weberdns.de. IN A

: ANSWER SECTION:

weberdns.de. 3592 IN A 87.106.163.167

weberdns.de. 3592 IN RRSIG A 132 3600 20251105201251
20251022193302 2774 weberdns.de.
Ud5Fi3p+X+sG6jz/2PcCR8F10EZzoYXxuPGMb4bW|CsZ+HKkCPjUR1t5LI
5kmcfi7VQPfINDAK6x2x2WXzVAGdIA==

;; Query time: O msec

. SERVER: 127.0.0.1#53(127.0.0.1) (UDP)

' WHEN: Fri Oct 24 10:53:03 CEST 2025
- MSG SIZE rcvd : 163



DNSSEC

A DNSSECvalidation normally on resolvers , not clients

DNSSECValidation: Client -Side
nttp://www.dnssec  -or-not.com/

nttps://wander.science/projects/dns/dnssec -resolver -
test/

D> >

A Caution : Attackers will sign their zones as well L

A https://weberblog.net/dns/
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https://weberblog.net/dns/



https://unsplash.com/@jdent?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/a-black-and-white-photo-of-a-sign-that-says-privacy-please-JFk0dVyvdvw?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Sharkl%est'zs (‘

DoT & DoH

DD

Attacker Attocker
\ DNS SPooFing
Eavesdropping
> = d ~ F
i < < \g J/}
Resolver/ Internet Authoritative
Recursive DNS-Server

DNS-Server



—

SharkFest’25
EURBPE ( \
= <

DoT & DoH

Attocker Attacker

DNS S ooFing
Eaves.o(ropp?ng

= i > =]
| \ | °
=< NN %
Resqlv?_r/ Internet Authoritative
Recursive DNS-Server

DNS-Server



SharkFest’25
EURDPE (

DoT & DoH

A Confidentiality !
A DoT, DNS-over-TLS: tcp.port  eq 853
A Encryption between OS <-> Resolver

A DoH, DNS-over-HTTPS:tcp.port  eq 443

A Encryption between App (Browser) < -> Resolver
A Encryption between OS <-> Resolver

curl -H' accept : application / dns - json ' 'https://cloudflare :
dns.com/ dns- query?name =example.comé&type =A'| |g
curl -H' accept : application / dns - message ' 'https://dns.google/dns :

guery?dns=g80BAAABAAAAAAAAA3d3dwdleGFtcGXxIA2ZNVbQAAAQARB' | hexdump -c



DoH in Windows 11

DNS-Einstellungen bearbeiten
Manuell
IPv4

@ cin
DNS bevorzugt
2a13:1001::86:54:111

DNS Uber HTTPS
Ein (automatische Vorlage)

DNS tber HTTPS-Vorlage

Fallback auf Klartext
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DoT & DoH

A DoH might circumvent internal DNS security !

alll

(unknown)
DoH-Server

%I!/ - o — '
[ |
f [ Authoritative

| | Resolver/
Internet DNS-Server

il

@\

Firewall

Recursive

Firewall
DNS-Server

A Best Practise : Blocking of DoH on firewalls /
Disabling DoH through group policies

A Offer DoH on your resolver

\

L 4
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A https://www.joindns4.eu/
A Protect yourself -> Protective resolution

Protective resolution

IP address: DNS over HTTPS:

86.54.11.1 ¢ https://protective.joindns4.eu/
86.54.11.201 9 dns-query

IPv6: DNS over TLS:
2a13:1001::86:54:11:1 9 protective.joindns4.eu®

2al13:1001::86:54:11:201 &


https://www.joindns4.eu/
https://www.joindns4.eu/

Testing DoT & DoH Sharksus ( \

dig @protective.joindns4.eu +tls heise.de
dig @protective.joindns4.eu +https heise.de

A DNSDiag: https://dnsdiag.org/

Jdnsping.py -- server 2a13:1001::86:54:11:1 heise.de
Jdnsping.py -- server protective.joindns4.eu -- tls  heise.de
Jdnsping.py -- server protective.joindns4.eu -- doh heise.de

A Ultimate PCAP: https://weberblog.net/the -ultimate -
pcap/



https://dnsdiag.org/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/

DoT

£ dot-doh-dog-doh3.pcap [UbuntuDockerGuest-4 ethO to R2 FastEthernet1/0]

File Edit Miew Go Capture Telephony Wireless Tools Help

AD4de0 mBRBE

I tcp.port eq 853

Analyze Statistics

R eEDPEFIEE QAQAQER

Destination Protocol
:1801::86:54:11:
:60208:adeb: 8300: :
:1861::86:54:11:
::86:54:11:
:ad@b:8300: :
:adeb:8300: :
:86:54:11:

No. Source

2aP@:6020:addb:8380::c01:53

2313:1801::86:54:11:281
:6820:addb:8300: :cOl:
:6020:addb:8300: :

Time Delta

53

[=a T~y = R = R, IRV R, Y, (W, RV,
WoR = @ WD 00 =] v oLn

[V r=y

A= B = =2
(=]

a
]|

:ad@b: 8 H
::86:54:11:
:ad@b:8300: :
::86:54:11:

13:1006 86:54:11:201
2a00:6020:ad0b:8300: :cH1:53
2a13:1001::86:54:11:2081
2aP@:6020:addb:8300::c01:53

=3 =)}
(e Ry}

.011378
. 000020

DED O 00000000000 oo @

~J

Frame 53: Packet, 683 bytes on wire (4824 bits), 683 bytes captured (4824 bits)

Ethernet II, Src: EliteGroupCo @f:cc:5e (1c:69:7a:08f:cc:5e), Dst: PaloAltoNetw ©3:12:12 (3c:fa:30:83:12:12)

»
»

b Internet Protocol Version 6, Src: 2a00:6020:ad0b:8300::c@1:53, Dst: 2al13:1001::86:54:11:2081
b Transmission Control Protocol, Src Port: 46156, Dst Port: 853, Seq: 1, Ack: 1, Len: 517

\ll Transport Layer Security

[Stream index
U553 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (0x8381)
Length: 512
* Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

o]

Length: 588

[ Version: TLS 1.2 (@x@8383)

B43f4f19b327ffd5a@ba547eb9a24080c32083d024d%fclaa789cbd58fcf@7be
Session ID Length: 32
Session ID: cefdcce@4a%e5a5eBlc3lada3dsT5aed5e9d89d33b5c51%a3174fcdBd2@b23dae
Cipher Suites Leneth: 36

Handshake protocol message (tls.handshake), 512 bytes

Random:

Src Port
46156
853
46156

853
853
46156
853
46156
853
853
46156
46156
46156
853
46156
853
853
46156
853
46156

Dst Port TCP.Str

46156
46156
853

46156

46156
853
46156

853

S S Y SO G S S - S

- 9650
0060
ve7e
8030
0090
00a0
00be
00co
oode
00e0
oefe
8100
9110
9120
9130
8140
9150
9160

> o170

UDP.5tr

96
e3
@c
be
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DNS Qry or Host or SNI

protective.joindns4.eu
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Packets: 303 - Displayed: 84 (27.7%)
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< TCPStr > < UDPStr = DNS RS/RA/DHCPvb

Info

46156 + 853 [SYN] Seq=0 Win=64808 Len=8 MSS=
853 > 46156 [SYN, ACK] Seq=0 Ack=1 Win=64260
46156 » 853 [ACK] Seq=1 Ack=1 Win=64896 Len=
Client Hello (SNI=protective.joindns4.eu)
853 > 46156 [ACK] Seq=1 Ack=518 Win=64128 Le|
Server Hello, Change Cipher Spec

46156 » 853 [ACK] Seq=518 Ack=134 Win=64768
Application Data

46156 »+ 853 [ACK] Seq=518 Ack=1562 Win=67712
Application Data, Application Data, Applicat
Application Data, Application Data

46156 » 853 [ACK] Seq=518 Ack=2627 Win=78528
46156 + 853 [ACK] Seq=518 Ack=3173 Win=73344
Change Cipher Spec, Application Data

853 > 46156 [ACK] Seq=3173 Ack=598 Win=64128|
Application Data

853 = 46156 [ACK] Seq=3173 Ack=648 Win=64128|
Application Data

46156 -+ 853 [FIN, ACK] Seq=648 Ack=3239 Win=
853 > 46156 [FIN, ACK] Seq=3239 Ack=649 Win=
46156 + 853 [ACK] Seq=649 Ack=32480 Win=73344
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